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DETAILED ACTION 

1 . This Office Action is responding to the Applicant filed on 03/13/2002. 

2. Claims 1-47 are pending. 

Claim Objections 

3. The acronym "LSI" in claim 9, 20, 31 , and 41 needs to be spelled out. 

Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

5. Claims 1-2, 5-6, 10-13, 16-17, 21-25, 28, 32-35, 38, and 42-44 are rejected 
under 35 U.S.C. 102(e) as being anticipated by Park, US Patent No. 5761302. 

6. As per claims 1-2 and 24-25: 

Park discloses "An information recorder for recording information to a recording medium 
the apparatus comprising: a transport stream processing means for appending an 
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arrival time stamp (ATS) to each of discrete transport packets included in a transport 
stream" in (Col 5 lines 33-40); and "a cryptography means for generating a block key for 
encrypting a block data including more than one transport packet each having the 
appended arrival time stamp (ATS) from a block seed which is additional information 
unique to the block data and including the arrival time stamp (ATS), and encrypting 
each block data with the block key thus generated; the data encrypted by the 
cryptography means being recorded to the recording medium" in (Col 5 lines 33-40). 

7. As per claims 5, and 16: 

Park discloses "The apparatus according to claims 1 and 13, wherein the block seed 
includes copy control information in addition to the arrival time stamp (ATS) " in (Col 5 
lines 33-40, and Col 6 lines 55-61). 

8. As per claims 6, 1 7, 28, and 38: 

Park discloses "The apparatus according to claims 1 and 13, wherein the cryptography 
means encrypts, with the block key in the encryption of the block data, only data 
included in the block data and excluding data in a leading area including a block seed of 
the block data" in (Fig 1 1A-E, Col 6 lines 15-37). 

9. As per claims 10, 21, 32, and 42: 

Park discloses "The apparatus according to claims 1,13, and 24, wherein the 
cryptography means encrypts block data with the block key according to a DES 
algorithm" in (Fig 11A-E, Col 6 lines 15-37). 
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1 0. As per claims 1 1 , 22, 33, and 43: 

Park does not discloses "The apparatus according to claims 1,13, and 24, further 
comprising an interface means for receiving information to be recorded to a recording 
medium, and identifying copy control information appended to each of packets included 
in the transport stream to judge, based on the copy control information, whether or not 
recording to the recording medium is allowed" in (Col 6 lines 55-67). 

11. As per claims 12, 23, 34 and 44: 

Park discloses "The apparatus according to claims 1,13, and 24, further comprising an 
interface means for receiving information to be recorded to a recording medium, and 
identifying 2-bit EMI (encryption mode indicator) as copy control information to judge, 
based on the EMI, whether or not recording to the recording medium is allowed" in (Col 
6 lines 55-67). 

12. As per claims 13 and 35: 

Park discloses "An information player for playing back information from a recording 
medium, the apparatus comprising: a cryptography means for decrypting encrypted 
data recorded in the recording medium by generating a block key for decrypting 
encrypted data of a block data having an arrival time stamp (ATS) appended to each of 
a plurality of transport packets from a block seed which is additional information unique 
to the block data and including the arrival time stamp (ATS), and decrypting each block 
data with the block key thus generated " in (Col 5 lines 33-40, Col 6 lines 40-50); and a 
transport stream processing means for controlling data output on the basis of the arrival 
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time stamp (ATS) appended to each of the plurality of transport packets included in the 
block data having been decrypted by the cryptography means " in (Col 5 lines 33-40, 
Col 6 lines 40-50, and Col 7 lines 15-40). 

Claim Rejections - 35 USC § 103 

13. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

14. Claims 4, 9, 14-15, 27, 31, 36-37, and 41 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Park, in view of Asano Tomoyuki, Japanese Publication 
Number 11-224456, hereinafter "Tomoyuki". 

1 5. As per claims 4 and 27: 

Park does not discloses "the cryptography means generates a disc ID being a recording 
medium identifier unique to a recording medium and a title key unique to data to be 
recorded to the recording medium, and stores them into the recording medium". 
Nevertheless, Tomoyuki discloses "Information Processor, Information Processing 
Method, Providing Medium and Recording Medium" invention, which discloses "the 
cryptography means generates a disc ID (Para 0032) being a recording medium 
identifier unique to a recording medium and a title key unique to data to be recorded to 
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the recording medium (Master Key Km, the license key), and stores them into the 
recording medium" in (Para 0037). Therefore, it would have been obvious at the time 
the invention was made for one having ordinary skill in the art to modify Park's invention 
to incorporate the cryptographic means in Tomoyuki's invention to provide access 
restriction to the content. 

16. As per claims 9, 15, 31, 37, and 41: 

Park does not discloses "The cryptography means generates a device-unique key from 
any of an LSI key stored in an LSI included in the cryptography means, device key 
stored in the information recorder, medium key stored in the recording medium and a 
drive key stored in a drive unit for the recording medium or a combination of these keys, 
and generates a block key for encrypting the block data from the device-unique key thus 
generated and block seed". Nevertheless, Tomoyuki discloses "the cryptography 
means generates a device-unique key from any of an LSI key stored in an LSI includes 
in the cryptography means (Para 0035, Equation 1), device key stored in the information 
recorder (Km, Para 0035), medium key stored in the recording medium (Disc Key, Para 
0037) and a drive key stored in a drive unit for the recording medium or a combination 
of these keys, and generates a block key for encrypting the block data from the 
device-unique key thus generated and block seed (Sector Key, Eksi, and block 
header)". Therefore, it would have been obvious at the time of the invention was made 
for one having ordinary skill in the art to incorporate Tomoyuki's invention with Park to 
provide access restriction to the content data. 
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17. As per claims 14 and 36: 

Park does not discloses "The apparatus, according to claims 13 and 35, wherein the 
cryptography means generates the block key for decrypting the block data from a block 
seed which is additional information unique to the block data and including the arrival 
time stamp (ATS) appended to a leading one of the plurality of transport packets 
included in the block data". Park discloses only the data bit stream includes the arrival 
time stamp in the header of each packet and combines numbers of data packet into 
block and encrypted using the device key each block including the bit streams with ATS 
in the header in (Col 5 lines 33-40). 

Nevertheless, Tomoyuki discloses the cryptography means generates the block key 
(sector key) from the sector header in (Para 0036). 

Therefore, it would have been obvious at the time of the invention was made for one 
having ordinary skill in the art to modify Park's invention to incorporate Tomoyuki's 
cryptography means to uniquely generate the block or sector key for each block or 
sector to strengthening the protection of data being recorded. 
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18. Claims 45-47 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Sugimura et al, US Patent No. 6519411, hereinafter "Sugimura", in view of Asano 
Tomoyuki, Japanese Publication Number 11-224456, hereinafter "Tomoyuki". 

19. As per claim 45: 

Sugimura discloses " A recording medium having recorded therein a block data 
including more than one packet included in a transport stream and having an arrival 
time stamp (ATS) appended to each of the packets and block seed including the arrival 
time stamp (ATS) and store the information in a medium" in (Col 8 lines 40-50 and lines 
66-67, and Col 10 lines 18-38). However, Sugimura is silent on "the block data 
including: an unencrypted data part having a block seed including the arrival time stamp 
(ATS) from which there is generated a block key for encrypting the block data; and an 
encrypted data part having been encrypted with the block key". Nevertheless, 
Tomoyuki discloses the "Information Processor, Information Processing Method, 
Providing Medium and Recording Medium" invention, which includes a method of 
recording data into a storage medium. The method includes steps of generating a time 
varying random number to encrypt the sector of data (Para 0023, and 0038). Therefore, 
it would have been obvious at the time of the invention was made for one having 
ordinary skill in the art to modify Sugimura's teaching of appending to each of the 
packets the arrival time stamp info and incorporate the teaching of Tomoyuki to record 
securely the information into a storage medium by encrypting using the time-varying 
random number in the header to securely protect the data from fraudulence copying. 
However, neither Sugimura nor Tomoyuki specifically teach the timestamp in the data 
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block header, in which the timestamp is used to generate a unique key to encrypt the 
block data. Nevertheless, Tomoyuki does teach the steps of generating the time- 
varying random number to uniquely identify the data block or sector and at the same 
utilizing the time-varying random number as a key to encrypt the sector of data. 
Therefore, it would have been obvious at the time of the invention was made for one 
having ordinary skill in the art to modify Tomoyuki's teaching to utilize the timestamp 
info instead of the time-varying random number. It is obviously that both timestamp and 
time-varying random number has a unique characteristic identifying the block data and 
they both have a time variable information. 

20. As per claim 46: 

Sugimura discloses " A program serving medium which serves a computer program 
under which recording of information to a recording medium is done in a computer 
system, the computer program comprising the steps of: appending an arrival time stamp 
(ATS) to each of discrete transport packets included in a transport stream" in (Col 8 
lines 40-50 and lines 66-67, and Col 10 lines 18-38); However, Sugimura does not 
teach "generating a block key for encrypting a block data including more than one 
transport packet each having the appended arrival time stamp (ATS) from a block seed 
which is additional information unique to the block data and including the arrival time 
stamp (ATS), and encrypting each block data with the block key thus generated". 
Nevertheless, Tomoyuki discloses the "Information Processor, Information Processing 
Method, Providing Medium and Recording Medium" invention, which includes a method 
of recording data into a storage medium. The method includes steps of generating a 
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time varying random number to encrypt the sector of data (Para 0023, and 0038). 
Therefore, it would have been obvious at the time of the invention was made for one 
having ordinary skill in the art to modify Sugimura's teaching of appending to each of 
the packets the arrival time stamp info and incorporate the teaching of Tomoyuki to 
record securely the information into a storage medium by encrypting using the time- 
varying random number in the header to securely protect the data from fraudulence 
copying. However, neither Sugimura nor Tomoyuki specifically teach the timestamp in 
the data block header, in which the timestamp is used to generate a unique key to 
encrypt the block data. Nevertheless, Tomoyuki does teach the steps of generating the 
time-varying random number to uniquely identify the data block or sector and at the 
same utilizing the time-varying random number as a key to encrypt the sector of data. 
Therefore, it would have been obvious at the time of the invention was made for one 
having ordinary skill in the art to modify Tomoyuki's teaching to utilize the timestamp 
info instead of the time-varying random number. It is obviously that both timestamp and 
time-varying random number has a unique characteristic identifying the block data and 
they both have a time variable information. 

21. As per claim 47: 

Sugimura discloses " A program serving medium which serves a computer program 
under which playback of information from a recording medium is done in a computer 
system, the computer program comprising the steps of processing a transport stream to 
control data output on the basis of the arrival time stamp (ATS) appended to each of the 
plurality of transport packets; However, Sugimura is silent on "the steps of generating a 
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block key for decrypting encrypted data in a block data having an arrival time stamp 
(ATS) appended to each of a plurality of transport packets from a block seed which is 
additional information unique to the block data and including the arrival time stamp 
(ATS), and decrypting each block data with the block key thus generated; and 
processing a transport stream to control data output on the basis of the arrival time 
stamp (ATS) appended to each of the plurality of transport packets included in the block 
data having been decrypted in the cryptographic step". Nevertheless, Tomoyuki 
discloses the "Information Processor, Information Processing Method, Providing 
Medium and Recording Medium" invention, which includes a method of recording data 
into a storage medium. The method includes steps of generating a time varying random 
number to encrypt the sector of data (Para 0023, and 0038). Therefore, it would have 
been obvious at the time of the invention was made for one having ordinary skill in the 
art to modify Sugimura's teaching of appending to each of the packets the arrival time 
stamp info and incorporate the teaching of Tomoyuki to record securely the information 
into a storage medium by encrypting using the time-varying random number in the 
header to securely protect the data from fraudulence copying. However, neither 
Sugimura nor Tomoyuki specifically teach the timestamp in the data block header, in 
which the timestamp is used to generate a unique key to encrypt the block data. 
Nevertheless, Tomoyuki does teach the steps of generating the time-varying random 
number to uniquely identify the data block or sector and at the same utilizing the time- 
varying random number as a key to encrypt the sector of data. Therefore, it would have 
been obvious at the time of the invention was made for one having ordinary skill in the 
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art to modify Tomoyuki's teaching to utilize the timestamp info instead of the time- 
varying random number. It is obviously that both timestamp and time-varying random 
number has a unique characteristic identifying the block data and they both have a time 
variable information. 

Allowable Subject Matter 

1 . Claims 3, 7-8, 18-19, 26, 29-30, and 39-40 are objected to as being dependent 
upon a rejected base claim, but would be allowable if rewritten in independent form 
including all of the limitations of the base claim and any intervening claims. 

22. As per claims 3 and 26: 

Park discloses "The apparatus according to claims 1 and 24, wherein the cryptography 
means generates a title-unique key from a master key stored in the information 
recorder, disc ID being a recording medium identifier unique to a recording medium and 
a title key unique to data to be recorded to the recording medium, and generates the 
block key from the title-unique key and block seed. 

23. As per claims 7, 18, 29, and 39: 

Park discloses "The apparatus according to claims 1,13, and 24, wherein the 
cryptography means generates a title-unique key from a master key stored in the 
information recorder, disc ID being a recording medium identifier unique to a recording 
medium and a title key unique to data to be recorded to the recording medium, takes 
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the thus-generated title unique key as a key for an encryption function, places the block 
seed into the encryption function, and outputs a result of the placement as a block key. 

24. As per claims 8, 19, 30, and 40: 

Park discloses "The apparatus according to claims 1,13, and 24, wherein the 
cryptography means generates a title-unique key from a master key stored in the 
information recorder, disc ID being a recording medium identifier unique to a recording 
medium and a title key unique to data to be recorded to the recording medium, places 
the title-unique key thus generated and block seed into a one-way function, and outputs 
a result of the placement as a block key. 

25. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Linh LD Son whose telephone number is 571- 
272-3856. The examiner can normally be reached on 9-6 (M-F). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Linh LD Son 
Examiner 
Art Unit 2135 
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